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Preview

B What is online research?
B Security and the Internet
B Secure web sites

@ Anonymity

@ Confidentiality

@ Data Security

B Security of servers

B Downloading data
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What is Online Research

B The use of Internet technologies for
conducting research

M technologies:

Eemall
Eweb

M research tasks:
®recruitment
K ®delivery of questionnaires, etc.
o :C;!;receipt of completed questionnaires
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Examples: Emall

B Send bulk emails to recruit participants

B Send individual emails to participants as a
reminder to participate

B Email questionnaires to participants and
ask them to print and mail them in

B Email questionnaires to participants and
ask them to email the completed

_questionnaire to the researcher
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Examples: Web

B Provide questionnaires on a web site and
ask participants to download, print, and
mail them in

B Provide a questionnaire form on a web site
that emails the responses to the
researcher

B Provide a questionnaire form on a web site
. _that stores the responses in a database.




Security Concerns

# If all the information provided by our
participants is assumed to be anonymous
and confidential, then we must ensure the
security of the methods by which we
collect the data

B Of these examples provided, which should
we be concerned about from a security

N _perspective?
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Security and the Internet

B The Internet is inherently insecure

B By default, email, web pages, and web
form submissions are transmitted “in the

clear” (i.e., unencrypted)
B This is a problem since we have little

control over the route between our
computer and the email or web servers




Security and the Internet

participant

email server
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Secure Communication

participant




Secure Web Sites

B Use a technology called Secure Sockets
Layer (SSL)

& All data communications between the
client computer and the web server is
encrypted

B Requires no additional work on the part of
the end user

B This is the same technology used for
.secure financial transactions on the web



Secure Web Sites

B How do you know if it is a secure web
site?
M https:// instead of http://
M lock icon
B background of URL




Secure Web Site Example

066 chapters.indigo.ca: Sign-In
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Welcome a ek fo Previon + Update Your E-Mail Address|
You are on our Secure Server + Change Your Password
+ Update Your Personal

: Information
Are You a Returning Customer? + Feel Secure

E-mail

Password:

Forgot Your Password? Click Here

> SIGHIN
Are You a New Customer?
Enter your e-mail address and a password to Create an Account.
E-mail Password:
(Example: john_sample@yahoo.com) (Should be between 6 and 16 characters in length.)
Re-enter Password:
> CREATE ACCOUNT
Protected by Copyright. All Rights Reserved.
Legal Notices and Terms of Use related to this site. ~ Privacy Policy
All prices are shown in Canadian Dollars.
All chapters.indigo.ca prices are applicable to online purchases only.
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Secure Email

B It is possible to encrypt email
transmissions

B With the current state of this technology, it
requires extra work to be performed by the
sender and the receiver

B May result in a barrier to participation
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Anonymity

B Anonymity ensures that no one knows who
participated in the study

B Secure web sites encrypt all transmissions
between the participants’ computers and
the web server

B Since the data is encrypted, others cannot
tell which pages or forms an individual is
~ylewing on a web site
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Confidentiality

B Confidentiality ensures that no one can
identify who contributed which information

B Coupled with secure transmissions,
confidentiality can be ensured by not
asking identifying information
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Data Security

B The security of encrypted data can not be
guaranteed 100%

B But if we avoid “in the clear” email and
web transmissions, it at least makes it very
difficult for others to view the data

B This is the same level of security used for
™. _credit card transactions on the web




Security of Servers

B Even after we add security to the data
connections, we should still be concerned
about the security of the data stored on the
server

B Any good web hosting company that offers
SSL services will take measures to ensure
the security of their servers

B But there are no guarantees...




Downloading Data

B After all this work to setup a secure web
server and database, we must be sure to
not circumvent this security ourselves

B Use a secure connection whenever the
data is downloaded from the server

B Not doing so is like building a fence but
N _forgetting to install the gate
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Recommendations

B Secure web site (SSL)

@ Data stored in database on web server
¥ Reputable web host

B Download data over secure connections

B Avoid sending confidential information via
N emalil
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Discussion...




